



REPORT_DATA

 REPORT_DATA




•
•

•





• Is this the intended box?
• Expected Agent?
• Truthful Report?

REPORT_DATA

REPORT_DATA 

Opaque from the outside

Did the expected 
internal component 
produce the answer?

Attestation Report
( includes REPORT_DATA )

(software)

(software)

Attestation
Request
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Conventional
vTPM + Linux IMA + CPU Quote

Linux IMA

vTPM

CPU Quote

Channel endpoint / report app ?

Gap 2
Report-construction

entity unclear
Peer / Verifier

Conventional:
can verify boot / Quote, but

cannot verify
REPORT_DATA provenance

Gap 1
Key and REPORT_DATA not
bound to boot measurements
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REPORT_DATA Evidence bundle E
nonce
boot parameters
Pseudo-CA public verification key
Agent public verification key
certifications / signatures
IMA measurement list
PCR values
launch measurement / reference values

2. REPORT_DATA = D
64-byte guest-chosen field in CPU quote

3. CPU attestation report

Verifier
5. recomputes D = H(E)

checks REPORT_DATA = D

1. D = H(E)

4.
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