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Comparing Trusted Execution Environments

Client Scalable ARM TrustZone AMD Intel Penglai

il SGX [13]  SGX [I5] [25] SEV [19] TDX [5] 8]

TABLE I: Non-exhaustive comparison of various TEE implementations. Circles depict full (@), partial (©) or no support (O).
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Comparing Trusted Execution Environments

TEE Client Scalable ARM TrustZone AMD Intel Penglai
SGX [13] SGX [15] [25] SEV [19] TDX [5] [8]
Architecture x86 x86 ARM x86 x86 RISC-V
Target Client CPU  Server CPU Various Server CPU  Server CPU  Various
Isolation granularity Process Process Process VM VM Process

TABLE I: Non-exhaustive comparison of various TEE implementations. Circles depict full (@), partial (©) or no support (O).

Pierre Louis Aublin, HAP '26 , 26/06/22 3




Comparing Trusted Execution Environments
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Comparing Trusted Execution Environments

TEE Client Scalable ARM TrustZone AMD Intel Penglai
SGX [13] SGX [15] [25] SEV [19] TDX [5] [8]
Confidentiality [ [ [ [ o [
Integrity [ o LD O L ®
Freshness [ O O O O o
Secure memory size 256MB 512GB All DRAM All DRAM All DRAM 256MB

TABLE I: Non-exhaustive comparison of various TEE implementations. Circles depict full (@), partial (©) or no support (O).
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Comparing Trusted Execution Environments

TEE Client Scalable ARM TrustZone AMD Intel Penglai
SGX [13] SGX [15] [25] SEV [19] TDX [5] [8]

Local attestation [ L [ D) O L e

Remote attestation ® ® D) [ o O

TABLE I: Non-exhaustive comparison of various TEE implementations. Circles depict full (@), partial (©) or no support (O).
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Comparing Trusted Execution Environments

Q1: Which TEE hardware should
| use?
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Forest of TEE Frameworks
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Forest of TEE Frameworks
Q2: What programming model
should | use

Q3: Where will my application
run?
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* Current TEE landscape is heterogeneous

* Implementations offer different security guarantees and architectural
features

 TEE frameworks:
» Constrained to a few specific architectures
e Miss critical components

Limits TEE applicability and effectiveness in
heterogeneous environments
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Heterogeneous TEE Platforms are Already Here

NVIDIA Confidential Computing Attested Build
% =¥ a ’\-’
VAR A

---- -

Confidential Cloud Computing P2P Applications (e.g., Blockchain)
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Requirements for a Framework to Unify TEES

Compatibility with all TEESs
* Present and Future

Awareness of each TEE characteristics
« “Cannot execute this app on this TEE without lowering security”

Small Trusted Computing Base
* Smaller TCB => Smaller Attack Surface

Formal Verification
» Correctness and security guarantees
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FUTEE: Framework for Unifying TEES

Application Application
¢ ABI call ¢ Syscall
Asterinas Capability reports Asterinas
LbFUTEE === = e e = = = = = = - = [= - I FUTEE kernel modul
bFU : T Trusted << ] u ernel module
Inter-enclave Security | Capability | HW-agnostic | | | |_ _ _)third party < - |- | HW-agnostic | Capability | Security Inter-enclave
comm. primitives | system attestation attestation system | primitives comm.
A Attestation reports A
y Enclave Confidential VM :
1 1
: }
: Enclave-capable CPU T——. CVM-capable CPU :
T Communication 1
I Host 1 P— . Host 2

Fig. 1: Two secure applications communicate between each others via FUTEE. Dashed lines represent message exchange.
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FUTEE: Framework for Unifying TEES

Application Application
¢ ABI call ¢ Syscall
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FUTEE: Framework for Unifying TEES

Application Application
¢ ABI call ¢ Syscall
Asterinas Capability reports Asterinas
---------- - == = > € - ==t === FUT ernel module

I Trusted
Inter-enclave Security | Capability | HW-agnostic | | | |_ _ _)third party < - |- | HW-agnostic | Capability | Security
comm. primitives | system attestation attestation system primitive

Attestation reports

Inter-enclave
comm.

y Enclave Confidential VM :

1 1

: '

: Enclave-capable CPU T——. CVM-capable CPU :

T Communication

" Host 1 ommunicatio ' Host2
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Fig. 1: Two secure applications communicate between each others via FUTEE. Dashed lines represent message exchange.
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Capabillity System

* Augment attestation report with this TEE functionalities
 “CPUID for TEES”
* E.g., secure memory size, monotonic counters

* Is my application running in a TEE?
 With X and Y guarantees?

* Can | execute my application on a different kind of TEE?
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Vendor-Agnostic Attestation

System A (SGX) System B (TPM)
SGX QE SGX Enclave Untrusted App Trusted App

5 : . | H PCR Extend( | | Loop
! - Local attestation . - i Craats _Extend()
: ' No L N nonce N
E Create nonce N - § E
! Create ECDH (d*,0") !
! ~ EREPORT(N?*,07)

sgx_report 4 ;
oTTTTTTImT e ’L . BEEETEDONG .Q.A. N > SgX_report, Q” N i
: : i R | validate sgx_report !
; i ! TPM2_Create(ECDH) |
! : : T o Create (d”, 0"
E ! i TPM2 Certify(0° N*) |
: : : o > Jj
i i i [ e e i
' ' ! TPM2 Quote(N*) L
E i ) 5 o 2 tpm_report —D
! | R Ap L tpmoreport,g”,Q" | [T TTTTTTTTTTTTTTTTTTRTOOT ;

tpm_report, : - I
; Validate tpm_report —POIROT.0 Q9 :
1 Validatesignature ©° L booeooooeoooeeooeeeen) | »| | TPM2 ECDH_ZGen(p') '
i E ; P z ___________'D Calculate
g Caleulate Z=d " 0" i Encrypt using shared secret k:=KDF(Z) T i S Wagner et al-; “Towards
; b ! | o ! Heterogeneous Remote Attestation
Figure 1: Remote attestation mechanism between SGX enclaves and TPMs. Protocols”, SECRYPT 22
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Inter-Enclave Communications

e Generic API

* Different applications need different guarantees
* Confidentiality, integrity, ...
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Framework Implementation Proposal

e Based on Asterinas

User Process

o (MOStly-)Verified OS in RUSE e e

* TDX support

« Small TCB

OsTD (unsafe Rust allowed)

ASTERINAS (unsafe Rust forbidden)

Syscall & [ Process ] [IPC ] [ Virtual Memory ]

fault

handlers [ Scheduling ][ Page Cache ]

File | Sockets ] f Peripheral
Systems | (rcp) (UDP) | Drivers

$ ! 1

$

{ $

{

User-Mode CPU

L_{Registers/Traps/Mappings fhaiey) HHea

Untyped
Memory |-

Peripherals’ Peripheral

1/O Ports & Mem | Interrupts H

DMA

{ ! 1

{

! {

{

CPU, Memory, and Core Devices

Peripheral Devices
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N+1 Framework?

HOW STANDARDS PROUFERATE:
(SEE: AC CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

SITUATION:

THERE ARE
|4 COMPETING
STANDPRDS.

7! RDICULOLS! [Soon:]

WE NEED To DEVELOP

?‘aﬁrﬂmm Sm&mﬁ? STUATION:

USE CASES. e THERE. ARE
)A\ STANDPRDS.
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Conclusions

* TEE landscape is heterogeneous
pierrelouis@iij.ad.jp

* We need a framework to unify them EI

NVIDIA Confidential Computing Attested Build

 Without weakening security guarantees == =

TIEE | TS e |

Confidential Cloud Computing P2P Applications (e.g., Blockchain)

* FUTEE: a Framework to Unify TEES

g | Application Application
e Capability system £ sorca £ o
Asterinas Capability reports Asterinas
. . LibFUTEE meEEE s = o= F == = > Trusted € -=|-|4+-=-=-=-=-===-= 2 FUTEE kernel module
o - ag n OStI C atte Statl O n Inter-enclave | Security | Capability | HW-agnostic | | | [ _ _)third party* _ || J | HW-agnostic | Capability | Security | Inter-enclave
comm. primitives | system attestation ttestati ystem | primiti comm.
A reports A
. . i Enclave Confidential VM !
* Inter-TEE communication ' -
‘ ; Enclave-capable CPU | Sag I CVM-capable CPU 1 ‘
R 1
: Host 1 G e St : Host 2

d Leve rag e ASte rl n aS Fig. 1: Two secure applications communicate between each others via FUTEE. Dashed lines represent message exchange.
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